Chapter 8 -  Law Ethics and Cybercrime
A-  TRUE/FALSE
1) Violation of copyrights on the Internet is a major problem for creators and distributors of intellectual property such as movies, music, and books.

2) Acts or activities that are unethical are also illegal.

3) Creations of the mind, such as inventions, literary and artistic works, and symbols, names, images, and designs, used in commerce are known as private property.

4) Questions or disputes about the legality of spam can be resolved easily by referring to relevant laws.

5) Legal precedents are decisions by judges that may be used as standards in similar legal cases that follow.

6) Significant changes in the nature of business or crimes lead to new laws because laws must remain responsive to new threats or abuses. 

7) Due process is a legal claim that others not interfere with a protected interest, such as privacy, intellectual property, or free speech.

8) Because of intellectual property law, the recording industry can file lawsuits for copyright infringement against YouTube or MySpace if it profits from the recording industry's property without authorization and compensation.

9) A company can be sued for libel if its EC site contains a defamatory or untrue statement that causes damage to a person or another company.

10) A corporate code of ethics should specify whether the company allows employees to set up their own Web pages on the company intranet and the rules for private e-mail usage during working hours. 

11) EC Web site content needs to be reviewed by attorneys with cyber law expertise to ensure that there nothing is unethical or illegal and that all required statements and disclaimers are properly included. 

12) Ethical principles that apply to the collection and use of personal information, such as notifying customers of information practices before collecting it, do not apply to information collected in e-commerce.

B-  Multiple Choice

1) Having control over the collection, storage, and dissemination of personal information is included in the category of:

A) property.

B) rights.

C) duties.

D) privacy.

2) Intellectual property law is the area of law that is associated with each of the following except:

A) business contracts

B) visual and performing arts

C) patent law, copyright law, trademark law, and trade secret law

D) electronic databases, advertising, and video games.

3) All of the following regarding protected interests are true except:

A) Privacy and free speech are examples of protected interests.

B) Any content can be posted on a Web site or blog because it is protected under free speech.

C) Protected interests are not absolute.

D) Intellectual property is a protected interest.

4) Due process is:

A) a legal claim that others not interfere with a protected interest.

B) a set of enforceable rules and regulations.

C) a guarantee of basic fairness and fair procedures in legal action.

D) a legal obligation not to interfere with a protected interest.

5) A duty is:

A) a legal claim that others not interfere with a protected interest.

B) a set of enforceable rules and regulations.

C) a guarantee of basic fairness and fair procedures in legal action.

D) a legal obligation not to interfere with a protected interest.

6) Property rights relevant to e-commerce include all of the following except:

A) the right to bring criminal charges against a violator

B) control of the use of the property

C) the right to benefit, transfer, or sell the property

D) the right to exclude others from the property

8) Which intellectual property law is correctly matched with its protection? 

A) Patent law protects inventions.

B) Trade secret law protects creations of the mind.

C) Copyright law protects confidential business information.

D) Trademark law protects discoveries.

 C-STATE TRUE OR FALSE
1.Social engineering is a type of technical attack to circumvent security measures by manipulating people to get them to reveal crucial authentication information.

2) Risk creates vulnerability, which is the probability that this weakness will be known and used.

3) Hackers are able to easily gain access to a network when IS staff do not ensure that all traffic into and out of a network passes through a firewall. 

4) An EC security strategy requires multiple layers of defense against risks from malware, fraudsters, customers, and employees. 

5) Administrators need to check the integrity of programs and patches that are installed; and new programs and tools should be installed in a test environment before putting them into a production environment.

6) Shoppers can rely on online fraud protection provided by credit card issuers to protect them from identity theft. 

7)Active tokens are storage devices (e.g., magnetic strip) that contain a secret code used in a two-factor authentication system.

8) Biometric systems are authentication systems that identify a person by measurement of a biological characteristic, such as fingerprints, iris patterns, facial features, or voice.

9) SSL makes it possible to encrypt credit card numbers and other transmissions between a Web server and a browser, but it is not designed to check the validity of the credit card number.

10) An intrusion detection system uses the public Internet to carry information but remains private by using encryption, authentication, and access control to verify the identity of anyone using the network.

11) Because the consequences of weak network security can be severe, it is necessary that senior management have a basic understanding of best practices in network risk management.

12) Acceptable use policies (AUP) inform users of their responsibilities when a cyberattack or network intrusion has occurred. 

D- CHOOSE THE CORRECT ANSWER
1)The success and security of EC depends on the ________ of information and the business Web site.

A) encryption, functionality, and privacy 

B) quality, reliability, and speed

C) authentication, authorization, and nonrepudiation

D) confidentiality, integrity, and availability
2)Which of the following is not an underlying reason why a comprehensive EC security strategy is needed? 

A) The Internet was designed for maximum efficiency without regard for its security or users with malicious intent.

B) The shift is toward profit-motivated crimes.

C) Managers treat EC security as a process. 

D) Many companies fail to implement basic IT security management best practices, business continuity plans, and disaster recovery plans.

3) The ________ translates or converts domain names to their IP addresses.

A) IPS

B) DOS

C) VPN

D) DNS
4) ________ refers to the e-markets for stolen information.

A) Internet underground economy

B) Denial of service

C) Cybercriminal

D) Virtual private network

5) ________ systems are highly useful for both law enforcement and for law breaking, for example, by providing a means to obtain passwords or encryption keys and thus bypassing other security measures.

A) Biometric

B) Keystroke logging

C) Access control

D) Intrusion detection

6) ________ is a crimeware technique used to steal the identity of target companies to get the identities of their customers.

A) Spamming

B) Pretexting

C) Social engineering

D) Phishing

7) What is a vulnerability?

A) software bug

B) risk of an attack or intrusion

C) spyware

D) weakness in software or network

8) The process of determining what the authenticated entity is allowed to access and what operations it is allowed to perform is known as:

A) integrity.

B) availability.

C) authentication.

D) nonrepudiation.

9) The assurance that an online customer or trading partner cannot falsely deny their purchase or transaction is referred to as:

A) integrity.

B) availability.

C) authentication.

D) nonrepudiation.

10) The protection of information systems against unauthorized access to or modification of information that is stored, processed, or being sent over a network is referred to as: 

A) information assurance.

B) data integrity.

C) information integrity.

D) human firewall.

11)A botnet is: 

A) a collection of a few hundred hijacked Internet computers that have been set up to forward traffic, including spam and viruses, to other computers on the Internet.

B) a piece of software code that inserts itself into a host or operating system to launch DOS attacks.

C) a piece of code in a worm that spreads rapidly and exploits some known vulnerability.

D) a coordinated network of computers that can scan and compromise other computers and launch DOS attacks.

12) The incidence of online fraud and identify theft would increase for each of the following reasons except:

A) There is growth in EC sales and the number of shoppers with higher incomes.

B) Information is a valuable form of currency.

C) Hackers are increasingly motived by fame and notoriety.

D) Scammers are outsourcing work to programmers to gain control of computers or wireless networks. 

13) Assurance that stored data has not been modified without authorization and a message that was sent is the same message that was received is referred to as:

A) integrity.

B) availability.

C) authentication.

D) nonrepudiation.

14) The success and security of EC depends on the ________ of information and the business Web site.

A) encryption, functionality, and privacy 

B) quality, reliability, and speed

C) authentication, authorization, and nonrepudiation

D) confidentiality, integrity, and availability

15)Digital signatures or digital certificates: 

A) are used to validate the sender and time stamp of the transaction so it cannot be later claimed that the transaction was unauthorized or invalid.

B) have been compromised by phishers and spammers.

C) provide complete confidence that the transactions are secure.

D) Both A and B
16)Which is not an advantage of virtual private networks (VPN) for data communications? 

A) They are less expensive than private leased lines because they use the public Internet to carry information.

B) They ensure the confidentiality and integrity of the data transmitted over the Internet without requiring encryption.

C) They can reduce communication costs dramatically because VPN equipment is cheaper than other remote solutions.

D) Remote users can use broadband connections rather than make long distance calls to access an organization's private network.

